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WKDWFORXGFRPSXWLQJVHUYLFHVDUHXVHGPRUHWKDQPLOOLRQVWRULHVLQRQHGD\WRFRQYHUWHOHFWURQLFGRFXPHQWIRU
XVHUV¶WREURZVHDQGWKHWRWDOFRVWZDVDURXQG>@$VFORXGFRPSXWLQJLVJHWWLQJSRSXODUGD\E\GD\DVWKH
QXPEHURIXVHUVLVLQFUHDVLQJVRVHFXULW\LVVXHVRIWKHXVHUGDWDRQFORXGHQYLURQPHQWDUHHPHUJLQJ>@8VHUVPD\
PRYH LWV VHQVLWLYH GDWD LQ D FORXG HQYLURQPHQW VR WR SURYLGH D SURSHU VHFXULW\ FRQWURO WR SURWHFW LQWHJULW\ DQG
SULYDF\ RI XVHU GDWD UHPDLQ PDLQ FRQFHUQ >@ &ORXG FRPSXWLQJ WHFKQLTXH LV FRPSXWLQJ VHUYLFHV WKURXJK WKH
LQWHUQHWGHOLYHULQJGLIIHUHQW VHUYLFHVRQGHPDQG7KHUH DUHGLIIHUHQW W\SHVRI VHUYLFHV WKDW DUHSURYLGHGE\ FORXG
FRPSXWLQJVXFKDV6DD63DD6,DD6HWFWRWKHXVHU>@7RGD\¶VFORXGVHUYLFHSURYLGHUVRIIHUFOLHQWGLIIHUHQWW\SHRI
VHUYLFHVVXFKDVODUJHVWRUDJHVSDFHDQGSDUDOOHOFRPSXWLQJRIUHVRXUFHVDWYHU\FKHDSSULFH'DWDGHGXSOLFDWLRQLQ
WKHFORXGLVDQHZWHFKQRORJ\WKDWZRUNVRQUDSLGO\LQFUHDVLQJDPRXQWRIGLJLWDOGDWDLQFORXGGDWDVWRUDJHWKHVH
WHFKQLTXHVXVHGIRULGHQWLI\LQJUHGXQGDQWGDWD7KHUHVXOWLQJXQLTXHVLQJOHFRS\LVVWRUHGDQGZLOOWKHQVHUYHWRDOO
RIWKHDXWKRUL]HGXVHUV>@



)LJ$UFKLWHFWXUHRI6\VWHP

1.1 User 
$QDXWKRUL]HGXVHUZKRZDQWV WRRXWVRXUFHDILOHRQFORXGHQYLURQPHQWDQGV\VWHPSURYLGHDXWKHQWLFDWLRQ WR WKH
XVHUWRHQWHULQWKHV\VWHPWRXSORDGGDWDZLWKSDUWLFXODUVHWRISULYLOHJHVIRUDFFHVVLQJWKHXSORDGHGILOHV

1.2 Public cloud 

$ SXEOLF FORXG LV D VWRUDJH VSDFH ZKLFK DOORZV VWRULQJ ILOHV RI XVHUV ,Q WKLV V\VWHP ZH LQFOXGH DXWKRUL]DWLRQ
GHGXSOLFDWLRQ WHFKQLTXH ZKLFK QRW DOORZV VWRULQJ GXSOLFDWH FRSLHV RI ILOH  )LOHV ZKLFK DUH XSORDGHG DUH LQ WKH
HQFU\SWHGIRUPDQGWKRVHILOHRQO\GHFU\SWHGE\DXWKRUL]HGXVHURQO\

1.3 Administrator 
$GPLQLVWUDWRULV73$ZRUNDVH[SHUWLVHZKLFKLVKDYLQJFDSDELOLWLHVZKHUHXVHUGRHVQRWKDYHWRWUXVWWRDFFHVVWKH
FORXG VWRUDJH VHUYLFHV UHOLDELOLW\ RQ EHKDOI RI WKH XVHU UHTXHVW 3ULYDWH NH\V IRU SULYLOHJHV DUH PDQDJHG E\
DGPLQLVWUDWRUWRJHWILOHWRNHQUHTXHVWVIURPXVHU

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,Q WKHDERYH)LJVKRZWKHDUFKLWHFWXUHRIDXWKRULVHGGHGXSOLFDWLRQV\VWHP IRUGXSOLFDWHFKHFNLQJXVHUVHQGVD
WRNHQRIVHOHFWHGILOHWRZDUGVDGPLQLVWUDWRU$WRNHQZKLFKDUHVHQGVWRZDUGVDGPLQLVWUDWRULVLQHQFU\SWHGIRUPDW
WKLV HQFU\SWLRQ GRQHZLWK XVHU¶V SDVVZRUG DV HQFU\SWLRQ NH\$W DGPLQLVWUDWRU VLGH DGPLQLVWUDWRU GHFU\SWHG WKLV
WRNHQE\XVLQJXVHU¶VSDVVZRUGDVGHFU\SWLRQNH\$IWHUGHFU\SWLRQRIWRNHQDGPLQLVWUDWRUFKHFNWKLVWRNHQLQWKH
GDWDEDVH LI WRNHQ SUHVHQW LQ GDWDEDVH WKHQ VHQGV DQ DFNQRZOHGJHPHQW DV GXSOLFDWH ILOH IRXQG VR ILOH FDQ¶W EH
XSORDGHG RQ FORXG ,I WRNHQ QRW SUHVHQW LQ GDWDEDVH WKHQ WRNHQ JHWV XSGDWHG LQ GDWDEDVH DQG VHQGV DQ
DFNQRZOHGJHPHQW DV GXSOLFDWH ILOH QRW IRXQG VR ILOH FDQXSORDGHGRQ FORXG$W WLPH RI ILOH XSORDGLQJ ILOH LV JHW
HQFU\SWHGZLWK WRNHQ DV HQFU\SWHG NH\V DQG WKHQ XSORDGHG WKLV HQFU\SWHG ILOH RQ FORXG 6R RQ WKH SXEOLF FORXG
VWRUDJHILOHVZKLFKVWRUHGDUHLQHQFU\SWHGIRUPDW

7KHUHVWRI WKLVSDSHU LVRUJDQL]HGDVIROORZV,QVHFWLRQ UHYLHZRI WKHSUHYLRXVUHODWHGZRUNGLG,QVHFWLRQ
GLVFXVVHGSURSRVHG VFKHPHRI V\VWHP6HFWLRQ DXWKRUL]HGGHGXSOLFDWLRQ V\VWHP LV GHVFULEHG DQG LQ VHFWLRQ
YDULRXVHYDOXDWLRQSDUDPHWHUVZKLFKZLOOHIIHFWVRQV\VWHPLVJHWGLVFXVVDQGODVWVHFWLRQFRQFOXVLRQRIDXWKRUL]HG
GHGXSOLFDWLRQV\VWHPLVPHQWLRQV
5HODWHGZRUN
7KHWHUPGHGXSOLFDWLRQLVDUHFHQWHYROYLQJVWXG\DUHDZKHUHPDQ\UHVHDUFKHUVKDYHFRQWULEXWHGIURPWKHODVWIHZ
GHFDGHV 9DULRXV DXWKRUV KDYH SURSRVHG GLIIHUHQW WHFKQLTXHV DQG WHFKQRORJLHV WR VXSSRUW DQG PDJQLI\ 'DWD
GHGXSOLFDWLRQ7KLV VHFWLRQ HODERUDWHV DERXW KRZ WKH IORZRI UHVHDUFKKDV EHHQ FDUULHGRXW E\PDQ\ DXWKRUV DQG
UHVHDUFKHUV IURP UHSXWHG MRXUQDOV¶ DQG FRQIHUHQFHV¶ /LWHUDWXUH VXUYH\ DQG VWXG\ LV GRQH EDVHG RQ WKH GDWD
GHGXSOLFDWLRQXVHGWRROVDQGVXSSRUWHGWHFKQRORJLHV

,Q >@ WKH DXWKRUV XVHG D FRQFHSWZKLFK LV+DVKLQJ IXQFWLRQ 6+$ XVHG IRUPDNLQJ KDVK YDOXH IRU EXLOGLQJ
0HUNOH WUHH IRU 3URRI RI2ZQHUVKLS 7KH DXWKRU SURSRVHG WKH 3URRI RI RZQHUVKLSZKLFK OHWV D FOLHQW HIILFLHQWO\
SURYHWRDVHUYHUWKDWWKHNHSWILOHLVDQDXWKRULVHGRQH,QWKLVV\VWHPWKH\.HSWRQO\VRPHVRUWRILQIRUPDWLRQDERXW
ILOHUDWKHUWKDQFRPSOHWHILOHWKLVLVGRQHE\XVLQJ0HUNOHWUHHVDQGVSHFLILFHQFRGLQJVDQDO\VHWKHLUVHFXULW\

,Q>@WKHDXWKRUVGLVFXVVHGWKHFRQFHSWRI6+$ZKLFKLVXVHGIRUFOLHQWVLGHILQJHUSULQWLQJKDVKYDOXHDQGWKH
'HGXSOLFDWRU LGHQWLILHV GXSOLFDWHV ZKHUHDV WKH UHGXQGDQF\ PDQDJHU PDLQWDLQ 4R6 IRU G\QDPLFDOO\ FKDQJLQJ
VWRUDJH,QWKLVSDSHUDXWKRUSURSRVHGDG\QDPLFGDWDGHGXSOLFDWLRQVFKHPHIRUFORXGVWRUDJHLQRUGHUWRIXOILOOD
EDODQFHEHWZHHQFKDQJLQJVWRUDJHHIILFLHQF\DQGIDXOW WROHUDQFHUHTXLUHPHQWVDQGDOVRWRLPSURYHSHUIRUPDQFHLQ
FORXG VWRUDJH V\VWHPV 7KH\ XVHG WHFKQLTXHV WR G\QDPLFDOO\ FKDQJH WKH QXPEHU RI FRSLHV RI ILOHV DFFRUGLQJ WR
FKDQJLQJOHYHORI4R6

,Q>@WKHWHFKQLTXHVVXFKDVLQWHJULW\DXGLWLQJFRQYHUJHQWDOJRULWKPVDQG3URRIRI2ZQHUVKLSVDUHXVHG7KH\DOVR
XVHG DQ DXGLWRU IRU WKLUG SDUW\ DVVXUDQFH 7KH DXWKRU SURSRVHG D V\VWHP LQ ZKLFK WKH FRPSXWDWLRQ E\ 8VHU LQ
6HF&ORXG LVJUHDWO\ UHGXFHGGXULQJ WKHILOHXSORDGLQJDQGDXGLWLQJSKDVHV6HF&ORXG LVDQDGYDQFHGFRQVWUXFWLRQ
PRWLYDWHGE\ WKH IDFW WKDWFXVWRPHUVDOZD\VZDQW WRHQFU\SW WKHLUGDWDEHIRUHXSORDGLQJDQGDOORZV IRU LQWHJULW\
DXGLWLQJDQGVHFXUHGHGXSOLFDWLRQGLUHFWO\RQHQFU\SWHGGDWD

,Q>@WKHDXWKRUVXVHG0HUNOH+DVKWUHHZKLFKLVDGDWDVWUXFWXUHIRUVXPPDUL]LQJLQIRUPDWLRQDERXWDODUJHSLHFH
RI ILOH ,W LV DOVR XVHG IRU 3URRI RI2ZQHUVKLS IRU VHFXULW\ DJDLQVW FORXG VHUYHU GLJLWDO FUHGHQWLDO DQG SUR[\ UH
HQFU\SWLRQ 3XUSRVH RI WKLV VFKHPH LV DFKLHYLQJ DQRQ\PRXV GHGXSOLFDWLRQ RI HQFU\SWHG GDWD ILOH ZLWK SURRI RI
RZQHUVKLSLQFORXGVWRUDJH7KHSURSRVHGVFKHPHVROYHVWKHGHGXSOLFDWLRQRIHQFU\SWHGGDWDLQWKHFRQGLWLRQWKDWQR
LQIRUPDWLRQFRPSXWHGIURPWKHVKDUHGGDWDILOHXVLQJSXEOLFDOJRULWKPLVXVHGWRHQFU\SWGDWDILOH7KHVFKHPHFDQ
SURWHFWFOLHQWV¶GDWDE\HQFU\SWLQJLWZLWKFOLHQWV¶NH\VDQGDFKLHYHVHFXUHGHGXSOLFDWLRQLQHQFU\SWHGGDWDILOHE\
SUR[\UHHQFU\SWLRQ

,Q>@WKHDXWKRUVSURYLGHDV\VWHPZKLFKFRQVLVWVRIEORFNOHYHOGHGXSOLFDWLRQFRQYHUJHQWHQFU\SWLRQWHFKQLTXHV
7KH\ DOVR XVHG PHWDGDWD PDQDJHU IRU NH\ PDQDJHPHQW 7KH DXWKRUV GHVLJQHG D V\VWHP ZKLFK DFKLHYHV
FRQILGHQWLDOLW\DQGHQDEOHVEORFNOHYHOGHGXSOLFDWLRQDW WKHVDPHWLPH7KHLUV\VWHPLVEXLOWRQ WRSRIFRQYHUJHQW
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HQFU\SWLRQ7KH\ VKRZHG WKDW LW LVZRUWK SHUIRUPLQJEORFNOHYHO GHGXSOLFDWLRQ LQVWHDGRI ILOH OHYHO GHGXSOLFDWLRQ
VLQFH WKH JDLQV LQ WHUPV RI VWRUDJH VSDFH DUH QRW DIIHFWHG E\ WKH RYHUKHDG RI PHWDGDWD PDQDJHPHQW ZKLFK LV
PLQLPXP,QWKLVSDSHUWKH\PDLQO\IRFXVHGRQWKHGHILQLWLRQRIWKHWZRPRVWLPSRUWDQWRSHUDWLRQVLQFORXGVWRUDJH
WKDWDUHVWRUDJHDQGUHWULHYDO

,Q >@ WKH DXWKRUV XVHG DOJRULWKPV ZKLFK DUH V\PPHWULF HQFU\SWLRQ FRQYHUJHQW DOJRULWKPV DQG 3URRI RI
2ZQHUVKLS$Q DXWKRUL]HG GDWD GHGXSOLFDWLRQ WHFKQRORJ\ZDV SURSRVHG WR SURWHFW WKH GDWD VHFXULW\ E\ LQFOXGLQJ
GLIIHUHQWLDO SULYLOHJHV RI XVHUV LQ WKH GXSOLFDWH FKHFN ,Q WKLV V\VWHP WRNHQV RI ILOHV DUH JHQHUDWHGE\ WKH SULYDWH
FORXGVHUYHUZLWKSULYDWHNH\V7KLVV\VWHPVHFXULW\DQDO\VLVGHPRQVWUDWHVWKDWWKHVHVFKHPHVDUHVHFXUHLQWHUPVRI
LQVLGHUDQGRXWVLGHUDWWDFNVVSHFLILHGLQWKHSURSRVHGVHFXULW\PRGHO
3URSRVHG6FKHPH
,QWKHDXWKRUL]HGGHGXSOLFDWLRQV\VWHPWHUPLQRORJLHVZKLFKDUHXVHVDUHOLVWHGEHORZ
3.1. Symmetric Encryption 
$HQFU\SWLRQWHFKQLTXHZKHUHVDPHNH\NLVXVHGIRUHQFU\SWLRQDVZHOODVIRUGHFU\SWLRQRIGDWD>@$V\PPHWULF
HQFU\SWLRQVFKHPHFRQVLVWVRIWKUHHSULPLWLYHIXQFWLRQVZKLFKDUHVKRZEHORZ
x .H\*HQȜ,WLVWKHNH\JHQHUDWLRQDOJRULWKPWKDWJHQHUDWHVNH\NXVLQJVHFXULW\SDUDPHWHUȜ
x (QFk07KLVLVWKHV\PPHWULFHQFU\SWLRQDOJRULWKPWKDWWDNHVWKHVHFUHWkDQGPHVVDJH0DQGWKHQ
JLYHRXWSXWDVWKHFLSKHUWH[W&
x 'HFk&7KLVLVWKHV\PPHWULFGHFU\SWLRQDOJRULWKPWKDWWDNHVWKHVHFUHWk DQGFLSKHUWH[WC DQGWKHQ
JLYHRXWSXWDVRULJLQDOPHVVDJHM>@
3.2. De-duplication 
$KDVKLQJIXQFWLRQFDQEHXVHGWRUHWXUQDXQLTXHNH\IRUDILOHEDVHGRQO\RQWKHFRQWHQWVRIWKHGDWDLIWZRILOHLV
KDYLQJWKHVDPHGDWDVRWKHQWKHKDVKLQJIXQFWLRQZLOOUHWXUQWKHVDPHNH\IRUWKHVHWZRILOHV>@,IWKLVNH\LVXVHG
DVWKHLQGH[IRUVWRULQJILOHWKHQDQ\DWWHPSWWRVWRUHPXOWLSOHFRSLHVRIWKHVDPHILOHZLOOEHGHWHFWHGLPPHGLDWHO\
>@
3.3. Convergent Encryption 
(QFU\SWLQJGDWD GRHV QRW YDOLGDWHV LQ WKH GHGXSOLFDWLRQ LI WZR LGHQWLFDO ILOHV HQFU\SWHGZLWK GLIIHUHQW NH\VZLOO
\LHOG GLIIHUHQW HQFU\SWHG GDWD EORFNV ZKLFK FDQ QR ORQJHU EH VKDUHG 6R WR RYHUFRPH WKLV D QHZ WHFKQLTXH LV
LQWURGXFHGZKLFKLVNQRZQDVFRQYHUJHQWHQFU\SWLRQ7KHFRQYHUJHQWHQFU\SWLRQZRUNLV WRGHULYHWKHHQFU\SWLRQ
NH\IURPWKHKDVKRIWKHFRQWHQWRIDSODLQWH[W>@>@,IWZRXVHUVZLWKWZRLGHQWLFDOSODLQWH[WVZLOOREWDLQWZR
LGHQWLFDO FLSKHU WH[WV VLQFH WKH HQFU\SWLRQ NH\ LV VDPH (DFK ILOH QRZ KDV D VHSDUDWH HQFU\SWLRQ NH\ VRPH
PHFKDQLVP LV UHTXLUHG IRU HDFK RZQHU WR UHFRUG DQG UHWULHYH WKH NH\V IURP DVVRFLDWHG GDWD EORFNV >@$V WKH
HQFU\SWLRQNH\ LVJHQHUDWHGIURP WKHSODLQWH[WVR WKHUH LVQRQHHGIRUHVWDEOLVKDQDJUHHPHQW IRUNH\JHQHUDWLRQ
+HQFHFRQYHUJHQWHQFU\SWLRQLVYHU\JRRGIRUGHGXSOLFDWLRQLQFORXGHQYLURQPHQW>@

3.4 Token Generation 
7KHWRNHQJHQHUDWLRQLVDIXQFWLRQZKHUHDKDVKYDOXHRIILOHLVFDOFXODWHG+DVKIXQFWLRQSURGXFHVDXQLTXHYDOXH
IRUHDFKILOHLQWKHDXWKRUL]HGGHGXSOLFDWLRQV\VWHPZHXVHGD6+$IRUKDVKYDOXHFDOFXODWLRQRIILOH,QEHORZ
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)LJVKRZKRZWRNHQLVJHQHUDWHGIRUDILOHDYDULDEOHOHQJWKILOHLVSDVVHVWKURXJKFU\SWRJUDSKLFKDVKIXQFWLRQ+
DQGSURGXFHIL[HGOHQJWKYDOXHWKDWLVWRNHQIRUWKHJLYHQILOH


)LJ7RNHQ*HQHUDWLRQ)XQFWLRQ

$XWKRUL]HG'HGXSOLFDWLRQ6\VWHP
4.1. User Registration 
,QWKHEHORZ)LJVKRZDXVHUUHJLVWUDWLRQSURFHVVLQWKLVFRPPXQLFDWLRQLVGRQHEHWZHHQDGPLQLVWUDWRUDQGQHZ
XVHU $IWHU VXFFHVVIXO FRPSOHWLRQ RI WKLV SURFHVV XVHU FDQ DEOH WR XSORDG DQG GRZQORDG ILOH IURP SXEOLF FORXG
VWRUDJH$OOGHWDLOVZKLFKDUHHQWHUGXULQJ UHJLVWUDWLRQSURFHVV WKLVGHWDLO LVQRWVKDUHE\ WKHDGPLQLVWUDWRU WRDQ\
WKLUG SDUW\ 8VHU UHJLVWUDWLRQ SDJH FRQWDLQ LQIRUPDWLRQ VXFK XVHUQDPH FRQWDFW QR HPDLO LG HWF RI XVHU 7R JHW
UHJLVWHUHGXVHUUHTXLUHGWRHQWHUDOOGHWDLOVFRPSXOVRU\
 
)LJ8VHU5HJLVWUDWLRQ0RGXOH

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$XWKRUL]HG'HGXSOLFDWLRQ6\VWHP
5.1. User Registration 
,QWKHEHORZ)LJVKRZDXVHUUHJLVWUDWLRQSURFHVVLQWKLVFRPPXQLFDWLRQLVGRQHEHWZHHQDGPLQLVWUDWRUDQGQHZ
XVHU $IWHU VXFFHVVIXO FRPSOHWLRQ RI WKLV SURFHVV XVHU FDQ DEOH WR XSORDG DQG GRZQORDG ILOH IURP SXEOLF FORXG
VWRUDJH$OOGHWDLOVZKLFKDUHHQWHUGXULQJ UHJLVWUDWLRQSURFHVV WKLVGHWDLO LVQRWVKDUHE\ WKHDGPLQLVWUDWRU WRDQ\
WKLUG SDUW\ 8VHU UHJLVWUDWLRQ SDJH FRQWDLQ LQIRUPDWLRQ VXFK XVHUQDPH FRQWDFW QR HPDLO LG HWF RI XVHU 7R JHW
UHJLVWHUHGXVHUUHTXLUHGWRHQWHUDOOGHWDLOVFRPSXOVRU\

)LJ8VHU5HJLVWUDWLRQ0RGXOH

4.2 File Uploading 

,QEHORZ)LJVKRZDSURFHVVIRUILOHXSORDGLQJ$UHJLVWHUHGXVHUHQWHUVORJLQLGDQGSDVVZRUGDIWHUVXFFHVVIXO
DWWHPSWXVHULVUHDG\WRXSORDGILOH$QXVHUVHOHFWDILOHWRXSORDGRQFORXGILUVWKDVKYDOXHLVFDOFXODWHLHWRNHQ
IRUVHOHFWHGILOHWKLVWRNHQLVVHQGVWRZDUGVDGPLQLVWUDWRU7KLVWRNHQLVHQFU\SWHGILUVWZLWKXVHUSDVVZRUGDQGWKHQ
VHQGVIRUGXSOLFDWHFKHFNLQJWRZDUGVDGPLQLVWUDWRU$WDGPLQLVWUDWRUVLGHWKLVWRNHQVLVGHFU\SWHGILUVWWKHQFKHFN
WKLVWRNHQLQGDWDEDVHDIWHUFKHFNLQJDGPLQLVWUDWRUVHQGVDFNQRZOHGJPHQWWRZDUGVXVHU


)LJ)LOH8SORDGLQJ0RGXOH
821 Vivek Waghmare and Smita Kapse /  Procedia Computer Science  78 ( 2016 )  815 – 823 
4.3  Encryption 
,QWKHEHORZ)LJ6KRZKRZSULYDF\SUHVHUYLQJFDQDFKLHYHLQDXWKRUL]HGGHGXSOLFDWLRQV\VWHP7KHFRQYHUJHQW
HQFU\SWLRQWHFKQLTXHVLVXVHGWRHQFU\SWILOHVRWRNHQZKLFKLVJHQHUDWHGIURPILOHLVVHOHFWDVDNH\6DPHWRNHQLV
VHQGWRZDUGVDGPLQLVWUDWRUIRUGXSOLFDWHFKHFNWKURXJKSXEOLFQHWZRUNVRWRSURYLGHVHFXULW\$VHFXULW\LVSURYLGH
WRWRNHQLQSXEOLFQHWZRUNE\HQFU\SWLQJWKLVWRNHQZLWKXVHU¶VSDVVZRUG,QEHORZILJXUHVKRZWKHUHDUHWZRNH\V
ZKLFKDUHWRNHQDVNH\DQGRWKHURQHLVXVHU¶VSDVVZRUGDVNH\

     )LJ(QFU\SWLRQ
4.4. Checkfor Duplicates 
,QEHORZ)LJVKRZVIRUGXSOLFDWHILOHFKHFNLQJXVHUJHQHUDWHDILOHKDVKYDOXHLHWRNHQIRUWKHVHOHFWHGILOHDQG
VHQGVWKLVILOHWRNHQLQHQFU\SWHGIRUPDWWRZDUGVDGPLQLVWUDWRUIRUGXSOLFDWHFKHFN$GPLQLVWUDWRULVKDYLQJGDWDEDVH
RIILOHWRNHQDQGXVHU¶VSDVVZRUGLHHQFU\SWLRQNH\VIRUWRNHQ,IQRGXSOLFDWHIRXQGDIWHUFRPSDULVRQLQGDWDEDVH
WKHQ VHOHFWHG ILOH LV UHDG\ IRU XSORDG RQ SXEOLF FORXG ,I GXSOLFDWH LV GHWHFWHG WKHQ DGPLQLVWUDWRU VHQGV
DFNQRZOHGJPHQWWRZDUGVWKHXVHUWKDWILOHDOUHDG\SUHVHQWRQSXEOLFFORXG

)LJ'XSOLFDWHILOHFKHFNLQJ


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(YDOXDWLRQ3DUDPHWHUV
,QDXWKRUL]HGGHGXSOLFDWLRQV\VWHPZHHYDOXDWHWKHRYHUKHDGE\YDU\LQJGLIIHUHQWIDFWRUVVXFKILOHVL]HQXPEHURI
VWRUHGILOHDQGGHGXSOLFDWLRQUDWHHWFIDFWRUVZKLFKDUHPHQWLRQVDUHJLYHQEHORZ
x )LOH6L]H7KLVLVIDFWRUHIIHFWVRQWLPHUHTXLUHGRQSURFHVVLQJRIILOHRQDXWKRUL]HGGHGXSOLFDWLRQV\VWHP
7KH WLPH UHTXLUHG RQ HQFU\SWLRQ XSORDG LQFUHDVH ZLWK UHVSHFW WR LQFUHDVH LQ ILOH VL]H EXW WKH RWKHU
RSHUDWLRQVXFKDVWRNHQJHQHUDWLRQDQGGXSOLFDWHVFKHFNWLPHUHPDLQFRQVWDQWWKURXJKRXW
x 1XPEHURI6WRUHG)LOHV7KLV IDFWRU LV UHPDLQLQJPDLQ IDFWRU IRU WKLV V\VWHPZKHUH HIIHFW RI QXPEHURI
VWRUHGILOHLQV\VWHP,IODUJHQXPEHURIILOHVLVVWRUHGRQV\VWHPVRWKHWLPHWDNHQIRUFKHFNLQJWRNHQIRU
HDFKILOHLQWKHV\VWHPUHTXLUHVLVJHWLQFUHDVHVWKLVWRNHQFKHFNLQJGRQHRQKDVKWDEOHZLWKKHOSRIOLQHDU
VHDUFK'HVSLWHRI WKH OLQHDU VHDUFK WLPH WDNHQ LQGXSOLFDWHQRWJRHV LQZRUVW FDVHEHFDXVH WKHUH LV ORZ
FROOLVLRQSUREDELOLW\
x 'HGXSOLFDWLRQ5DWLR7KHGHGXSOLFDWRQUDWLRLVGHILQHGDVSHUFHQWRIVWRUDJHVSDFHWKDWKDVVDYHE\XVLQJ
WKLVDXWKRUL]HGGHGXSOLFDWLRQV\VWHPVWRWKHRULJLQDOV\VWHP
&RQFOXVLRQ
&ORXGVWRUDJHVHUYLFHVRIIHUVRQGHPDQGYLUWXDOL]HGVWRUDJH UHVRXUFHVDQGFXVWRPHUVRQO\SD\ IRU WKH VSDFH WKH\
DFWXDOO\FRQVXPHG$VWKHLQFUHDVLQJGHPDQGDQGGDWDVWRUHLQWKHFORXGGDWDGHGXSOLFDWLRQLVRQHRIWKHWHFKQLTXHV
XVHGWRLPSURYHVWRUDJHHIILFLHQF\'DWDGHGXSOLFDWLRQLVDVSHFLDOL]HGGDWDFRPSUHVVLRQWHFKQLTXHIRUHOLPLQDWLQJ
GXSOLFDWHFRSLHVRIGDWDLQVWRUDJH,QWKLVSDSHUZHSURSRVHVHFXUHDXWKRUL]HGGHGXSOLFDWLRQZLWKWKHKHOSRIWRNHQ
JHQHUDWLRQ PHFKDQLVP7KLV GDWD GHGXSOLFDWLRQWHFKQLTXHV FRQWULEXWHV D ORW RI EHQHILWV DORQJ ZLWK VHFXULW\ DQG
SULYDF\FRQFHUQVDUHDOVRJHWVROYH$VWKHXVHU¶VVHQVLWLYHGDWDDUHVHFXUHIURPERWKLQVLGHUDQGRXWVLGHUDWWDFNV

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